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» FOR SECURE CLOUD MIGRATION"

Advice & Insights from Certified Cloud Security Professionals



As organizations increasingly make the transition to the cloud,
cybersecurity practices are shifting to a cloud-based paradigm.

According to the latest Thales Data Threat report, 98% of surveyed organizations have some sort of

sensitive data in the cloud. In addition, these organizations are increasingly relying on multiple cloud
platforms to reap the benefits of scalability, flexibility, availability and reduced costs. However, cloud environments
are not without security challenges and vulnerabilities.

Cloud security is a key concern for organizations. The main challenge organizations migrating to the cloud face

is creating a consistent security posture across their on-premises and cloud-based resources. The reality is that
traditional security policies are not adequate to effectively and seamlessly implement robust security across a
cloud environment. Organizations, therefore, need to turn to dedicated cloud-based security solutions to address
cloud-related risks and challenges.

Cloud security is also a key concern for cybersecurity professionals as they work to broaden their cloud skills to
meet these challenges.

Qualified cloud security professionals are an essential factor for securely migrating to the cloud.

They provide valuable expertise and knowledge to all stakeholders throughout the migration process — from the
initial planning stages to the deployment and everyday operations to ensure that their organization can enhance
collaboration and innovation in the cloud.

To help organizations navigate in safe waters, we have asked Certified Cloud Security Professionals to offer advice
and insights on the steps an organization should consider when planning to migrate to the cloud securely.
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Assess Your Current
Infrastructure & Readiness

Once organizations have defined their business objectives and the strategy to materialize

these objectives by migrating to the cloud, they need to review their infrastructure and

assess the feasibility. A certified security professional can become a great asset in this step

as the foundational knowledge on cloud security can blend with business objectives to

facilitate an in-depth review of the current status. ——

 Start with In-depth Analysis
e Rationalize the Assets

e Classity and Understand
Your Data

e Evolve Your Security

Certified Cloud
Security Professional

An (ISO)* Certification




Start with In-depth Analysis
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There are no shortcuts:
Always start with an
in-depth analysis of the
application requirements,
dependencies and the
relations with the
underlying infrastructure.

Carlos Lopez,
CISSP, CCSP,
Security Correlation Engineer,
San Jose, Costa Rica




Rationalize the Assets
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Application Rationalisation:
Understand your applications
landscape and identify

if applications can be

ported to the cloud. Some
applications can be lifted and
shifted to cloud, but some
require development to be
cloud native.

Jana Subramanian,
CISSP, CCSP,
Principal Cybersecurity Advisor,
Singapore




Classify and Understand Your Data
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Classify and understand your
data. Follow its lifecycle and
protect it with appropriate
security controls. Data has

a very different risk profile
once it is out of your ‘house’
or controlled. Do not take
that lightly.

Shan Shan Au Yeung,
CISSP, CCSP,
Group Information
Security Manager,
Singapore




Evolve Your Security
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When migrating to the
cloud, reassess and redesign
security to meet the latest
requirements and make

the solution fit for modern
integrations and cloud
environments.

Jonathan Bentley,
CISSP-ISSAP, CSSLP, CCSP,
Chief Enterprise
Security Architect,
London, U.K.




Establish a Plan

Following the assessment of the on-premises infrastructure, businesses need to establish a solid plan to

move securely to the cloud. Cloud security is always an ever thought and should be the foundation of
every decision. With cloud security being a shared responsibility, assess the security solutions offered by
cloud vendors, and select the controls required to secure your apps and data in the cloud.

e Security from the Outset
* Security in Every Component
* Understand Dependencies

* Take a Phased Approach
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Security from the Outset

Bring security to the table
from the very beginning and
build security in by design,
rather than retrofitting it at
some later point which will &)
cost more and may lead to “,’

disaster. ’ t\ |
il

David Hatter,
CISSP, CCSP, CSSLP,
Cybersecurity Consultant,
Ohio, U.S.A.

— p—

—

Certified Cloud
Security Professional

An (ISC) Certification




Security in Every Component
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Whilst you may not have
visibility of the complete
migration, try and bake in

as much security as possible

into every cloud component
from the get-go. Create an
extensible cloud architecture
that can accommodate a range
of workloads without needing
constant reworking, and can be
re-deployed easily. Invest in cloud
security monitoring, and incident
response, and get eyes on glass
for this, much of cloud is public
by default. Don’t forget, you still
need to back up your data when
using the cloud! Ensure that
restores happen within business
tolerance!

Abhishek Vyas,
CISSP, CCSP,
Cloud Security Architect,
Cardiff, U.K.




Understand Dependencies

Certified Cloud
Security Professional

An (ISC) Certification

Understand all
dependencies and have
an agreed upon list of
minimum requirements.
You need buy-in from
your stakeholders and
leadership more than ever
because of how major

a task migration can
become.

Fernando Deanda,
CISSP-ISSAP, ISSEP,
ISSMP, CCSP,

Risk Management Framework
SME & Infrastructure Manager
Texas, U.S.A.




Take a Phased Approach
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Plan the cloud migration in
phases - embedding security
controls right from the
design stage and evaluate
the migration strategy on an
ongoing basis.

Minghui Wu,
CISSP, CCSP,
Technology Audit Manager
Singapore




Consider the Security Risks

As cloud environments blur traditional business boundaries and increase the threat

landscape, organizations need to be aware of the impending risks. Configuration errors,
weak identity and access management, poor authentication and authorization controls are
credible risks that businesses need to address to reduce the impact of potential security
incidents. With security in the cloud being the sole responsibility of the cloud customer,

certified security professionals can bring invaluable knowledge to their organizations to
effectively mitigate known (and unknown) risks and threats.

e Understand the Attack Surface

* Cloud Security is Unique
— Rethink Processes

* Risks and
Responsibility Remain

* Ensure Strong Encryption

Certified Cloud
Security Professional

An (ISO)* Certification




Understand the Attack Surface
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“Understand your attack
surfaces and risk tolerance
level. On-premises and
cloud are of different
paradigms which justify
different approaches in
managing the resources
securely.

Si Wei Cheong,
CISSP, CCSP,
Cyber Security Analyst
Singapore




Understand the Attack Surface
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Refuse to rely on your
understanding of on-prem
security processes and
procedures. Be willing to
treat the cloud as unique,
requiring unique processes
and procedures.

Vincent Romney,
CISSP, CCSP,
Enterprise Security Architect
Utah, U.S.A.




Risks and Responsibility Remain
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No matter which cloud
service provider you
entrust with your

data, services and/or
infrastructure, ultimately
you cannot transfer the
risk and responsibility

of protecting and
securing your clients” and
customers’ data.

Kimberley Dray,
CISSP, CCSP,
Senior Information
Security Analyst,
Victoria, Canada




Ensure Strong Encryption

Strong encryption must be
applied to all data-at-rest

and data-in-transit. If possible,
adopt data-in-memory
encryption in the cloud.

Feng Wei Ni,
CISSP, CCSP,
Security Architect,
Toronto, Canada
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Prepare and Maintain Compliance

GDPR, CCPA, HIPAA, PCI DSS and other sector-specific regulations mandate security and privacy
requirements to safeguard sensitive and personal data, and ensure the reliable and safe delivery
of critical services, such as energy, oil and gas, and transportation. Organizations need to have

a thorough understanding of all regulatory requirements and be prepared to prove compliance.
Accredited security professionals can act as trusted advisors to legal and executive staff

because they understand how these requirements can be met without impacting
the performance of cloud-based services.

Responsibility Does Not Get Outsourced
Get Guidance from Auditors

Relevant Legislation
at Storage Locations

Assess the Need for
New Controls
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Responsibility Does Not Get Outsourced
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Understand the roles and
responsibilities of the
enterprise vs. the Cloud
Service Provider. So often
| hear people state that
something is not their
problem since they are on

a cloud provider’s platform.

That’s simply not true and
the enterprise gets burned
when they later find out
they are always ultimately
the responsible party for
their data.

Tara Hunter,
CISSP, CCSP,
Senior Cloud Security
Engineer,
Virginia, U.S.A.




Get Guidance from Auditors
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If you are in a highly
compliant environment,
ask your auditors for very
specific cloud requirements
before you decide to move
to the cloud. Don't forget
to ask them for scenarios
where cloud may cause a
compliance violation.

Adele Farhadian,
CISSP, CCSP,
Owner & Managing Director,
Vancouver, Canada




Relevant Legislation at Storage Locations

Know where your
provider will store
data and the legal
jurisdiction it falls
under. You need to be
aware and compliant
with the regulations of
both your own country
and the jurisdictions
where your data is Charlie Platt,

. CISSP-ISSMP, CCSP,
physically stored. VP of Technology and
Information Security,

Virginia, U.S.A.
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Start with In-depth Analysis
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Understand that when
moving to the cloud,
enhanced flexibility comes
with more exposure to
attack, and also a need for
different controls. As you
consider moving existing
systems to the cloud, you
need to evaluate whether
the new controls, combined
with the new risks, can be
adequately addressed by
the controls available to you
in the new environment.

Keith McMillan,
CISSP, CCSP,
Technical Fellow,
Wisconsin, U.S.A




Prepare Your Team

The lack of appropriate training is a barrier to effective cloud security. In recent years, organizations
have realized the power of having security teams that possess a foundational understanding of all
things cloud — from initial planning and risk assessment to understanding compliance requirements
to implement multi-cloud security. A security team with a multi-cloud skill set will help your business
harness the power of the cloud without security headaches.

Assess Roles and Responsibilities
Create a Dedicated Cloud Team
Robust Team Knowledge and Skills

Provide Ongoing Training
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Assess Roles and Responsibilities

Strong partnership with
security, application
development and
infrastructure teams is
critical. Due to some

of the security controls
moving into a different
OSl layer, different roles or
jobs will need to assume
responsibility for security

| devel Kris Boike,
control development, CISSP, CCSP
testing and adoption. GRC Sr. Manager,

Minnesota, U.S.A.
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Create a Dedicated Cloud Team
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Develop a cloud team. The
team leads the company
through organizational and
business transformations
over the course of the
migration effort, and
defines best practices,
standards and drives
change throughout the
organization.

Otto Lee,
CISSP, CCSP, CSSLP,
Security Assurance Lead,
Hong Kong




Robust Team Knowledge and Skills
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Make sure you have enough
security personnel who
have robust knowledge

and implementation skills
of cloud security
protection.

Yiliang Zhou,
CISSP, CCSP,
Senior Cybersecurity
Strategy Manager,
Shenzhen, China




Robust Team Knowledge and Skills

Make sure you give your
staff the appropriate
amount of training and
time to learn the
technology. Some of the
most disastrous cloud
migrations |'ve seen were

. Keatron Evans,
a result of not having the CCSP

right staff involved in Managing Partner,

the migration. Virginia, U.S.A
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Conclusion

The journey to the cloud can become problematic if it does not come as a result of careful consideration and
planning. Cloud security should be a constant consideration rather than an afterthought to help organizations reap
the many benefits of the cloud.

Certified cloud security professionals have provided their valuable advice to help you
navigate in safe waters, which is based on the technology, processes and people.

The (ISC)2 Certified Cloud Security Professional (CCSP) certification is a market differentiator and has been ranked
as the most valued cloud security certification and the third most valued security certification overall in 2020. The
certification is vendor-neutral, and the acquired knowledge can be applied across a variety of cloud platforms,
ensuring the ability to protect sensitive data in a global environment.

CCSP presents many advantages to all security professionals in whatever stage of their career, including
credibility, unique recognition, enhanced knowledge and skill set, versatility, career advancement, and increased
compensation.

CCSP complements vendor-specific training and demonstrates you have the advanced technical skills and
knowledge to design, manage and secure data, applications, and infrastructure in the cloud using best practices,
policies, and procedures established by the cybersecurity experts at (ISC)2.

Certified Cloud
Security Professional

CCSP An (ISCY’ Certification

20 Tips for Secure Cloud Migration



Free Resources for Your Journey

Ultimate Guide Take Your Cloud Security 10 Reasons to Invest in
to the CCSP Career to Infinity (and Beyond) Cloud Security Training

Get the Guide Get the White Paper Get the White Paper



https://www.isc2.org/Certifications/Ultimate-Guides/CCSP?utm_source=isc2&utm_medium=asset&utm_campaign=GBL-CCSPultimateguide&utm_term=cloudmigrationebook&utm_content=ultimateguide
https://www.isc2.org/Certifications/Ultimate-Guides/CCSP?utm_source=isc2&utm_medium=asset&utm_campaign=GBL-CCSPultimateguide&utm_term=cloudmigrationebook&utm_content=ultimateguide
https://www.isc2.org/Certifications/Ultimate-Guides/CCSP?utm_source=isc2&utm_medium=asset&utm_campaign=GBL-CCSPultimateguide&utm_term=cloudmigrationebook&utm_content=ultimateguide
https://www.isc2.org/expert-cloud-security/skills-for-professionals/?utm_source=isc2&utm_medium=asset&utm_campaign=GBL-ccspskillsforprofessionalswp&utm_term=cloudmigrationebook&utm_content=whitepaper
https://www.isc2.org/expert-cloud-security/invest-team-training?utm_source=isc2&utm_medium=asset&utm_campaign=Gbl-ccspinvestteamtrainingwp&utm_term=cloudmigrationebook&utm_content=whitepaper
https://www.isc2.org/expert-cloud-security/invest-team-training?utm_source=isc2&utm_medium=asset&utm_campaign=Gbl-ccspinvestteamtrainingwp&utm_term=cloudmigrationebook&utm_content=whitepaper
https://www.isc2.org/expert-cloud-security/skills-for-professionals/?utm_source=isc2&utm_medium=asset&utm_campaign=GBL-ccspskillsforprofessionalswp&utm_term=cloudmigrationebook&utm_content=whitepaper
https://www.isc2.org/expert-cloud-security/skills-for-professionals/?utm_source=isc2&utm_medium=asset&utm_campaign=GBL-ccspskillsforprofessionalswp&utm_term=cloudmigrationebook&utm_content=whitepaper
https://www.isc2.org/expert-cloud-security/invest-team-training?utm_source=isc2&utm_medium=asset&utm_campaign=Gbl-ccspinvestteamtrainingwp&utm_term=cloudmigrationebook&utm_content=whitepaper

(ISC)2® is an international nonprofit membership association focused on inspiring a safe
and secure cyber world. Best known for the acclaimed Certified Information Systems
Security Professional (CISSP®) certification, (ISC)? offers a portfolio of credentials that are
part of a holistic, programmatic approach to security.

Our membership, more than 150,000 strong, is made up of certified cyber, information, software and
infrastructure security professionals who are making a difference and helping to advance the industry.
Our vision is supported by our commitment to educate and reach the general public through our
charitable foundation — The Center for Cyber Safety and Education™.

For more information on (ISC)?, visit isc2.org follow us on Twitter
or connect with us on Facebook and LinkedIn.
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